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 12-Year Old Company 
 Headquartered in Alexandria, VA 
 Industry Verticals 

◦ Power & Energy 
◦ Oil & Gas 
◦ Airport & Seaport 
◦ Finance & Banking 
◦ State & Local Governments 
◦ Federal Agencies – DOD, DHS, NSA, DISA, DARPA, 

FAA, DOE, NRC 

 Areas of Expertise 
◦ Critical Infrastructure Protection and Security 
◦ Industrial Controls Security 
◦ Cybercrime & Cyberwarfare Analysis 
◦ Business Continuity / Disaster Recovery Planning 
◦ Security Strategy, Analysis and Planning 
◦ Security Training 

 





 Until NERC CIP 
◦ Emphasis on Physical Security to Protect Assets 
◦ Military / Police Mindset 
 Guards 

 Gates 

 Fences 

 Cameras 

◦ Cyber Not Commonly Considered 
◦ Some Concerns with Copper Theft 

 



 History 
◦ FERC Appendix G 
◦ NERC UAS-1200 
◦ NERC 1300 
◦ NERC CIP-001 – 

Sabotage Reporting 
◦ NERC CIP 002-009 
◦ FERC Order 706 – 

January 2008 

 Influential Events 
◦ Interdependency 

Studies 
◦ NE Blackout 2003 
◦ “Aurora” – Generator 

Destruction via 
Remote “Hack” 

Ref: Patrick Miller - WECC 



Reference: 

10.1.1.89.2276.pdf 



http://www.earthinstitute.columbia.edu/news/2005/story06-01-05e.html 



http://www.cnn.com/2007/US/09/26/power.at.risk/ 

http://www.militaryphotos.net/forums/showthread.php?121081-AURORA-test-validated-fears-of-Dept-of-Homeland-Security 

March 2007 
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CIP-002 to CIP-009 





 Too Many Opportunities for 
Harm 
◦ Ubiquity of Data 

◦ Internet Not Designed for 
Security 

◦ Legacy Systems 

◦ Complexity of Modern Software 
and Hardware 

◦ Reliance on Third Parties 

 

 



 Control System Vulnerabilities 
 New Modes of “Operational Attack” 
◦ Stuxnet 
◦ DuQu 
◦ Flame 
◦ Shamoon 

 Legacy “Knowledge”  
 Regulatory Focus…But 
◦ Compliance vs. Security 
◦ TCP/IP Centric 

 New Emphasis by Congress 
 New Emphasis Globally 
 And…Moving to TCP/IP 
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SMART GRID LAYERS OF CONCERN 



 Subtle Opportunities for Attack 
 Examples: 
◦ Back Doors Included in Chip Sets 

for Smart Meters 
◦ Physical Addition of Chips on 

Mother Boards 
◦ Counterfeit Components 

 Huge Concerns at Government 
Levels 
◦ Australia, Canada, UK, US – 

Telecommunications and Network 
Components Concerns 



http://www.inedc.com/1-3747 













 Have a Security Officer – Ensure a Security Conscience 
◦ Executive Team Support 
◦ Board Support 

 Assume the Worst – Be Prepared 
◦ Cyber Incident Response Team 
◦ Practiced and Ready 

 New Legislation and Executive Order Actions 
◦ Pay Attention 
◦ Don’t Stand by the Sidelines – Participate 

 Develop a Cyber Security Network 
◦ Compare Cyber Incidents with Your Peers 
◦ Talk to FBI, Secret Service 
◦ Have a “Go To” Security Resource  

 



Ernie Hayden CISSP CEH 

Executive Consultant -- Securicon 

ernie.hayden@securicon.com 

425-765-1400 


